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1 Introduction

Although email is an integral part of modern business, it still relies on insecure transport
protocols that were designed before anyone could predict how important email would
become. However, network administrators can find some security and privacy assurance in
the Transport Layer Security (TLS) encryption and authentication protocol.

TLS is a variation of the tried-and-true Secure Sockets Layer (SSL) protocol that is used to
protect Web traffic. Using TLS to encrypt communications between two email gateways
has a number of security benefits:

1. Each email server authenticates to the other, making it harder to send spoofed
email.

2. The traffic between the two servers is encrypted, protecting the email content from
prying eyes while in transit.

3. The encryption of the conversation between the two hosts makes it exceedingly
difficult for an attacker to tamper with the email's contents.

This document is applicable to Version 4.7 and greater of the Secure Email Gateway.
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2 Understanding TLS

TLS protects the connection from your gateway to the first destination gateway. If there are
intermediate hops when email is forwarded from one gateway to another, the protection
afforded by TLS is lost after the first hop. For example, TLS is a good choice for two
businesses that communicate frequently as long as both gateways communicate directly.

Hello, let’s set up a secure SSL session

Hello, here is my certificate

Also checks that:
— e Certificate is valid

1 = 4 @ Signed by someone
1 P _“) user trusts 2
| 3 Here is a one time, encryption key for our session
| ‘ Customer B (encrypted using Server's public key)
| |

4 Server decrypts session key using its private
key and establishes a secure session

01010010110 a £ 01010010110

! Reproduced from www.techschoolblog.com
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3 Clearswift’s Application of TLS

The Clearswift Secure Email Gateway can establish criteria for Transport Layer Security
(TLS) encryption of outbound and inbound connections based on the domain, server or
IP address where messages are sent and received. TLS enables you to set up secure
email communications between your Email Gateway and other TLS-enabled email
servers.

TLS supports two levels of security:
1. Encryption of the communications channel.
2. Optionally, strong authentication of one or both of the TLS client and TLS server,
using signed certificates, during a TLS conversation.

Note: In a TLS connection, the TLS client is the host server sending the message and the
TLS server is the host server receiving the message.

The Clearswift Secure Email Gateway supports TLS in two forms:
e Opportunistic TLS
e Mandatory TLS

It is quite common to configure both modes to run concurrently to ensure messages are
sent securely whenever possible

3.1 Opportunistic TLS

When trying to deliver emails to a remote server the Gateway will check whether the server
advertises a TLS capability. If the receiving server does support TLS and the handshake
succeeds, the email will be delivered using an encrypted connection.

When an SMTP client connects to the Gateway, the Gateway will advertise that it supports
TLS. This allows the SMTP client to initiate a TLS handshake if it wishes to. If the handshake
takes place and is successful, then the SMTP client will deliver emails to the Gateway using
an encrypted connection.

If the remote client or server does not support TLS, or if the TLS handshake fails, then the
Gateway will establish an ESMTP in-the-clear connection with the remote client or server.

3.2 Mandatory TLS

In this form, the Clearswift Gateway mandates TLS if an IP address or host or domain is
configured as an endpoint.

The Gateway will attempt to establish a TLS connection that meets the requirements
mandated by the endpoint configuration. If the remote SMTP client/server does not
advertise TLS, the connection will not be established and no email will be exchanged with
the remote SMTP client/server. If the remote machine advertises TLS, but does not meet
one of the requirements of the configured endpoints, no email will be exchanged with the
remote machine.
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The critical difference between Mandatory TLS and Opportunistic TLS, is that when using
Mandatory TLS the Gateway will not fall back to transmitting in the clear if the remote client
or server does not support TLS, or if the TLS handshake fails.

Example 1:

Company A has a Clearswift Secure Email Gateway. Company A and Company B wants to
send/receive TLS encrypted email with each other. Both Company A and Company B have
certificates from trusted Root Certification Authorities* or have exchanged public keys and
have uploaded them into their respective SMTP (TLS-enabled) servers. Company A’s Email
Gateway TLS configuration with Company B has a minimal encryption setting of 128-bits.
Company B is running their TLS with 40-bits. Company A’s Clearswift Secure Email Gateway
will not create a connection with Company B’s endpoint and no email will be exchanged
because it is Company A’s policy to mandate a minimum of 128-bits.

Example 2:

Company A has a Clearswift Secure Email Gateway. Company A wants to send secure,
encrypted email to Company B using Mandatory TLS. Company A has configured Company
B as an endpoint and Company A is advertising TLS. Company B is not advertising TLS.
Company A will not create a connection with Company B and no mail will be exchanged.
This is important to note because in an Opportunistic TLS exchange, if TLS is not advertised
by the accepting SMTP server, email will be sent across an unencrypted connection. Using
Mandatory TLS, if the endpoint is not running TLS, the Email Gateway will not establish a
connection with that endpoint and no email will be exchanged.

If you are interested in further reading about TLS encryption, a complete description can be
found in RFC 2246.

More information can be gathered from:

e http://www.linuxjournal.com/article/4823 - a Linux journal article on Sendmail and
TLS.

e http://httpd.apache.org/docs/2.0/ssl/ssl_intro.html - more technical but worth
scanning.

* By default, the Certification Authorities certificate store is configured with a set of third-
party CAs that meet the requirements of being a globally recognized trusted certificate
authority.

To see the list of Trusted Certificate Authorities:
1. Click on the System tab.

2. Click on Encryption.
3. Click on Certificate Store.
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Local administrator {admin) | Logout

SECURE Email Gateway Clearswift

Home

Policy

Home | Certificate Store

Messages Reports

System Health

Users

v Vaming Certificate Store
= Network access to the Console §
via S5H is currently When attempting to import a private certificate file please ensure that the certificate and key have been concatenated into
enabled. We do not advise a single file
leaving S5H access enabled for
long periods.
: Certificate Authorities | Corporate | Pariners
@ Vhat would you like to do?
' Generate certificate/key ) Import ) Show disabled certificates anly
‘= Import certificate authority Showing 1 - 20 of 431 0 v 2(3(4/ 5 WM
'« Import corporate
certificate/key
‘- Import partner certificate/key [0 & 0 0 S/MIME (c) 2005 TURKTRUST Bilgi letisim ve Bilisi... 22 March 2015
[T\ Copy to Partners | [J & = &) o ) S/MIME (c) 2005 TURKTRUST Bilgi iletisim ve Bilisi... 22 March 2015 |
Copy to Corporate [0« 0 9 . S/MIME AC Camerfirma S.A., Chambers of Commer... 31 July 2038
Use as default decryption key | [J + = ) = . S/MIME AC Camerfirma S.A., Global Chambersign R... 31 July 2038 |
R 0 40e | S/MIME AC Camerfirma SA CIF AG2743287, http://.. chambersroot@chambers... 30 September 2037
decryption key e O merfirma » http:// ambersro: chambers... eptember
| [J + = ) = . S/MIME AC Camerfirma SA CIF AB2743287, http://.. chambersignroot@chamb... 30 September 2037 |
‘ Help [0+ 0 . S/MIME AC Camerfirma SA CIF AB2743287, http://.. publicnotaryroot@chamb... 30 September 2037
About Clearswift SECURE Email | 0 ¢ & @ & 3 S/MME ACNLB 15 May 2023 |
Gateway
Certificate store overview 0+ 0 0 ) S/MIME Actalis 5.p.A./03358520967, Actalis Authen. . 25 June 2022
| [0+ o &) o ) S/MIME AddTrust AB, AddTrust External TTP Networ... 30 May 2020 |
[0 & = 0 . S/MIME admin, Services, AdminCA-CD-TO1 25 January 2016
| [0+ o ) = o S/MIME admin, Services, Admin-Root-CA 10 Movember 2021 |
[J + 0 (3 S/MIME ADMINISTRACION NACIONAL DE CORREOS... 31 December 2030
| [J & = &) 0 ) S/MIME Aerodata CA 23 August 2012 |
[0« 0 0 S/MIME AffirmiTrust, AffirmTrust Netwaorking 31 December 2030
| [+ ) . . S/MIME Agencia Catalana de Certificacio (NIF Q-08.. ec_acc@®catcert.net 07 January 2031 |
[+ ) . S/MIME Agencia Notarial de Certificacion S.L. Unipe... ancert@ancert.com 11 February 2024
| [+ = ) . . S/MIME Agencia Notarial de Certificacion S.L. Unipe... ancert@ancert.com 11 February 2024 |
[+ ) . S/MIME Agencia Notarial de Certificacion S.L. Unipe... ancert@ancert.com 11 February 2024
| [J & = ) = o S/MIME Allianz Group, Allianz Group Root CA 30 December 2012 |
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4 Getting Started

There are a number of steps that you need to perform before configuring TLS on
your Clearswift Secure Email Gateway.

1. Make sure the organization on the other end of the connection is able and
willing to set up TLS. If your Gateway is configured to use TLS, but the
recipient's is not, no email will be exchanged.

2. Get a digital certificate to identify your Clearswift Secure Email Gateway.
While you can create your own self-signed certificate, using a certificate
issued by a trusted organization (a Certificate Authority like VeriSign, Entrust,
Thawte, etc.) will make it easier for email partners to trust your server's
identity. Please note that the certificate that is installed by default on your
Gateway, is signed by Clearswift’s CA. This is not a globally trusted Certificate
Authority (CA).

3. Educate your users to recognize the presence or absence of the email header
that tells them an email came in over a TLS connection. The following is an
example of the received header from a message sent via TLS:

Received: from mail.clearswift.com (mail.clearswift.com [192.168.1.1]) by
mail.abc.com (8.12.9/8.12.9) with ESMTP id hOUGn9P7001230
(version=TLSv1/SSLv3 cipher=EDHRSA-DES-CBC3-SHA bits=168
verify=0K) for; Tue 30 Jan 2009 15:39:10 -0500.

The portion of the header in bold type indicates that the message came in
with 168 bit DES encryption from a server that presented a valid certificate.
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5 Creating a Certificate Signing Request
5.1 What is a CSR?

A CSR is essentially a Public Key containing specific information about your Email Gateway
and organisation that is used to request a Certificate from your trusted CA (VeriSign,
Entrust, Thawte, etc.).

Before you can begin the process of obtaining a Certificate, you must generate a Private Key
and CSR pair either from the Gateway command line or Microsoft Certificate Server. The
CSR must be submitted to your Certificate Authority in order to obtain your signed
certificate.

5.2 Creating a Private Key and CSR using OpenSSL

Log in to your Gateway via SSH or a KVM (keyboard/video) connection. When prompted,
enter cs-admin for the username followed by the password you created during the initial
Gateway set-up.

Then, choose Open Terminal Session from the Clearswift Secure Email Gateway Console
Menu.

Then, choose OK to login as a system user.

You will then be prompted for your password again.
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Then, switch to root using the sudo su - command.

# sudo su -
Passuword :
it

5.2.1 Generating the Private Key

The utility "openSSL" is used to generate the private key and CSR.
Type the following command at the prompt:

openssl genrsa —out emailgateway.key 1024

it openss]l genrsa —out emailgateway.key 1824
aenerating R3A private key, 1824 bit long modulus

This command generates a 1024 bit RSA private key and stores it in the file
emailgateway.key. The key must be kept safe as it is used in conjunction with the signed
certificate as detailed later in this document.

Note: You must protect the private key by storing it in a secure location. It is not currently
possible to integrate the private key through the Gateway web interface if it is password
protected. Clearswift recommends restricting access to the server so that only authorised
server administrators can access or read the private key file. 1024 bit refers to the
encryption strength of the private key itself preventing the contents from being read.
Clearswift also supports 2048 bit keys.

5.2.2 Generating the CSR
The following section provides details on creating a CSR on the Gateway which is the most
commonly adopted approach. However, instructions are also available for creating the CSR

on Microsoft Windows as detailed in Appendix A “Creating a CSR using Microsoft Certificate
Server”.

Type the following command at the prompt:
openssl req -new -key emailgateway.key -out emailgateway.csr

This command will prompt for the following X.509 attributes of the certificate:
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it openssl req —mew -key emailgateway.key -out emailgateway.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

hat you are about to enter iz what i= called a Distinguished Name or a DN.
There are guite a few fields but you can leave some blank

For =zome fields there will be a default value,

If you enter ., the field will he left blank.

ountry Name (2 letter code) [AU]:GB
State or Province Name (full name) [Some-3tatel:Berks
Locality Name (eg, city) [1:Theale

Jrganization Name (eq, company) [Internet Widgits Pty Ltd]l:Clearswift
Jrganizational Unit Hame (eqg, =ectiom) [1:

ommon Mame (eqg, YOUR name) [1:emailgateway®l.clearswift.com

Frmail Address [1:

Please enter the following ‘extra’ attributes
o be sent with your certificate reguest
challenge password [1:

n optional company name []:

When filling out the above CSR, most Certificate Authorities will require the common name
field to be populated with the full qualified domain name of the Gateway (registered DNS
name). However some endpoints insist that the common name matches the MX record
value. Therefore it is best to talk to your partner to understand what their specific
requirements are.

The email address, challenge password or an optional company name are all optional
parameters when generating the CSR.

A public/private key pair has now been created. The private key (emailgateway.key) is
stored locally on the server machine and is used for decryption. The public portion, in the
form of a Certificate Signing Request (emailgateway.csr), will be for certificate enrolment.

Below is a screenshot of the raw contents of the CSR in VI editor.

- BEGIN CERTIFICATE REQUEST

MI IBoTCCAQoCARAWR JELMAkGAIUEBhHCUUNxCzAJBgNUBAg TAKNBMRUwEW YDUQQH
Ewx3ZWR3bZ29k IENpdHkxEzARBgNVBAD TCkN=ZWFyc3d pZnug 28wl ¥ JKoZ Thuc
AJEBBOADg YBAM IGJAoGEADGANUHL s LLwR4RLSr=zb38 1 K9b YWBgyG IHIp4N-FBnuHZ
xRedD?+qB IppoInm7?ZapEk1FGer0=f nToC+33H3XWIF ?7gNVuydRFnbEY 1EnT idz=

g 7LatByx373GH [XVoH33pJcdbFF ia IUrABMAZ tNWuHN?u T7SUsEkKZgX TpQKDAlkp
AgMBAAGYGZAZBykghk 1 G9uwBBCH IxDBMKQZx 1 YXJzdZ Imd DANBgkghk i G9uBBAGQF
AADBgC3oYVO+APEW1FT KD ~UBCwEYJLzNCneBuX 1uEzrxhbnBCTS536+3CNH +rChE
dBMuBBmUQe To5301 13WelbxHayw?h-kR IDBS.-?FPoMpFEHYhI1 +h1kI=1yTGPczg
D+h92KEnr -BCGMAYBf 87uulz9eJP=Df ecYOEEBGbyegBa YMALO==
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6 Using your CSR to purchase a Signed Certificate

In order to obtain your signed certificate for use within the Gateway, the CSR created in the
previous section must be submitted to the chosen Certificate Authority. An example of a
typical Certificate Authority SSL submission form is displayed below:

1. Copy and paste your CSR -
into this box:

4 k

2. Select the server software

used to generate the CSR: Apache-ModSSL -
3. Select the validity period for 5
your Certificate: =090 days

Note: You should always consult your CA before purchasing your certificate to ensure it is
suitable for SMTP TLS communication.

Paste the contents of the CSR in the first window. If the CSR was created on the Gateway
using OpenSSL, Apache-ModSSL can generally be used (consult your CA first) as the
server software option. Once submitted, the CA will usually send back instructions via email
for downloading the signed certificate and Root certificate. Ensure you have the original
private key that was used to create the CSR in preparation for the next step.

Note: It is also possible to create a self-signed certificate for testing purposes. Details of
this procedure can be found in Appendix B “ Creating a Self-Signed Certificate’.
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7 What to do when you Receive Your Signed Certificate

For the Clearswift Secure Email Gateway to be able to use TLS it must be enabled within
the web interface and the following items imported:

e The private key and signed certificate to use when acting as a TLS client.
e The private key and signed certificate to use when acting as a TLS server.
e The CA's root certificate.

7.1 Importing the Signed Certificate and Private Key Pair
1. Copy the root certificate, emailgateway.crt and emailgateway.key to the machine

that is connected to the Gateway web user interface. Open the web interface and
navigate to System, Encryption.

Local administrator (admin) | Logout
@ SECURE Email Gateway C earSVVlft

Home Policy Messages Reports System Health Users

Home | Certificate Store | TLS Configuration | Encryption

v Viaming Encryption
» Network access to the Console This page brings together all of the message encryption settings for your Gateway.
via S5H is currently
enabled. We do not advise : 3
leaving SSH access enabled for Conflgur:':\tlon . . . .
long periods. % Certificate Store ﬁ Key Server Queries % Mail Encryption Endpoints
Manage certificates and keys. Manage key server gueries, Define the encryption endpoints
@ What would you like to do? for messages that should be
delivered securely.
#3IPing a host “), Encryption/Decryption @ Mail Initiated Key Exchange TLS Configuration
#2Traceroute to a host Defaults Use Mail Initiated Key Exchange Manage the certificates and keys
Define the default encryption and (MIKE) to allow encrypted email used for TLS.
QQUBI'Y DNS records decryption options. rvet exchange with external partners
YTest SMTP Connection
a Help
About Clearswift SECURE Email
Gateway
Email encryption overview
Set up Transport Layer
Security (TLS)
2. Click on TLS Configuration in the Encryption section.

3. Ensure that Use TLS Communications is enabled by highlighting the section,
clicking on Click here to change these settings and selecting the Enable
Opportunistic TLS checkbox.

Click here to change these settings

Use TLS Communications
O Enable Oppeorturistic TLS
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4. Edit the Signing Certificate section and add the CA certificate by browsing to the
folder where the root certificate was placed.

Signing Certificate

Select the PEM file to upload. For more information about PEM files and how to get create or acquire them, please see the
online documentation.

Certificate : Ch.crt

5. Edit the Server Certificate and Private Key section and add both the certificate and
key to the appropriate sections by browsing to the folder where you placed
emailgateway.crt and emailgateway.key.

Server Certificate and Private Key

Select the PEM files to upload. For more information about PEM files and how to get create or acquire them, please see the
online decumentation.

Certificate : emailgateway.crt
Private Key : emailgateway. key

6. Edit the Client Certificate and Private Key section and add both the certificate and
key to the appropriate sections by browsing to the folder where you placed
emailgateway.crt and emailgateway.key.

Client Certificate and Private Key

Select the PEM files to upload. For more information about PEM files and how to get create or acquire them, please see the
online documentation.

Certificate : emailgateway.crt
Private Key : emailgateway. key

TS G

7. Navigate back to System, Encryption and click on Certificate Store to open
the CA store. Click Import certificate authority and browse to CA.crt adding it
to the store list.

Upload Certificate or Key

Select the file containing the certificate/key

Mo file chosen

or cut and paste the certificate/key into the box below

If the certificate/key needs a password enter it below

Confirm the password
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8 TLS Endpoints

A TLS Endpoint defines a profile of TLS settings for the Email Gateway to use when
establishing a TLS connection with a third party. The TLS Endpoint specifies:

One or more email servers with which these TLS settings are to be used.
Whether encryption is required, and the level to enforce (or mandate).
Whether to request a certificate from TLS clients.

Whether the certificate of connecting TLS clients and the server must validate
successfully for the conversation to proceed.

8.1 Enabling Opportunistic TLS

—

From the System page, select Encryption.

Click on TLS Configuration

Ensure that Use TLS Communications is enabled by highlighting the section, clicking
on Click here to change these settings and selecting the Enable Opportunistic TLS

checkbox.
Click here to change these settings

W N

Use TLS Communications
O Enable Opporturistic TLS

8.2 Defining a mandatory TLS Endpoint

—

From the System page, click SMTP Settings.

2. Click Connections to display the Manage Connections page. The page lists any
previously defined Connections. These connections maybe a collection of internal
servers, external servers that may be permitted to relay through the system and
hosts/domains that will be forced to send and receive over TLS.

Local administrator (admin) | Logout
@ SECURE Email Gateway C|ear5vv|ft

Home Policy Messages Reports System Health Users

Modify Connection | Mail Domains and Routing | Encryption | System Center | SMTP Seflings | Manage Connections

Manage Connections

Manage the settings for your Connection profiles. Connections are used to configure the authentication, encryption and relay control
applied when receiving messages from mail servers/clients, or when transmitting messages to other mail servers.

/ !\ Warning

» Metwork access to the Console
wvia SSH is currently
enabled. We do not advise
leaving SSH access enabled for
long periods.

Connections  New

Showing 1- 2 of 2 20 v 1

Changes Made
. e Lal Details.
Configuration changes have been
made that need to be applied to = Internal Email Servers
take effect.

. ‘ [m} TLS Partners
Dapply Configuration

A Discard Configuration

@ What would you like to do?
! New Connection

WITLS Configuration

B Certificate Store

a Help

\
\
\
\
About Clearswift SECURE Email
Gateway ‘
\
\
\
\

Manage SMTP Connections

SMTP Authentication
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3. Click New adjacent to the Connections heading. The Modify Connection page
appears.

Local administrator {admin) | Logout

Clearswift

SECURE Email Gateway

Home Policy Messages Reports System Health Users

System Center | SMTF Settings | Apply Configuration New | Backup & Restore | Manage Connections | Modify Connection
. Click here to change these settings
v Viamin . | ik here to change these scttngs I

A = Overview
= Metwork access to the Console Mew

via S5H is currently

enabled. We do not advise

leaving 55H access enabled for . ) e

long periods. Client Hosts || Sender Domains | Relay | TLS Settings | Authentication

@ V/hat would you like to do? Domains  new

'iRemove the Connection X X . X
_ You can_seled: Inbound TLS onnﬁg_umtlon for a Sender Domain only if the connection does not match another
j e Gl V Connectien Profile by host/IP and if you have Opportunistic TLS enabled.
. A match on Sender Domains does not select configuration for Relay or Authentication.
j Mew Sender Domain

Isend Credentials

‘ Help

About Clearswift SECURE Email
Gateway

No items to display

Manage SMTP Connections
SMTP Authentication

B
4. Edit the Overview information as required:
e Move the pointer over the Overview area and click on Click here to change
these settings.
e Edit the Name of the Connection, to provide a meaningful name.
[ ]

Enter any Notes you want to add to describe the Connection.
e C(lick Save.

Qverview

Name :|New
MNotes @

—
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5.

In the Client hosts tab specify the host machines that will be sending email over

TLS

¢ Click on the Hosts tab.

e Click on New at the top of the "Hosts" area. The Add a New Host dialog
appears.

e Specify the server or range of servers to which this TLS Endpoint applies. You
can specify any of the following:

o A full IP address

o The initial octets of an IP address range, followed by an asterisk, such
as nnn.nnn.nnn.*

o A fully qualified hostname such as serverl.a-
differentcompany.com

In the Sender Domains tab specify the domain names such as a-

differentcompany.com of these senders.

In the TLS settings table we need to enable to accept these connections over

TLS when the Email Gateway is acting as a TLS server:

¢ Move the pointer over the When Acting as a Server area and click on Click
here to change these settings.

Tick the Use Mandatory TLS for this connection profile box

e To specify a minimum encryption level, select the Encryption should meet
or exceed check box and enter the minimum number of bits to encrypt with.
Choose a value in the range 40 to 256 bits.

¢ Indicate whether you want to request a certificate from the TLS client. This
option is for compatibility with some older mail servers where the TLS client
does not automatically provide its certificate.

e To validate the CN of the certificate subject, select the CN of the certificate
must match checkbox and enter the CN that the certificate subject must
match.

o If you select this option but do not specify a CN, the host name of the
remote TLS host is used by default.

e C(lick Save.

Inbound (When Acting as a Server)

[ U=e Mandatory TLS for this connection profile

Encryption strength

Encryption should meet or exceed : bits

Client certificate validation
Require valid dient certificate:

CN of the certificate must match the following field :

CN of the certificate issuer must match the following field :

(Leave blank to indicate the hostname of the client)
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8. Edit the settings to use when the Email Gateway is acting as a TLS client:
¢ Move the pointer over the When the Gateway is Acting as a Client area and
click on Click here to change these settings.
Tick the Use Mandatory TLS for this connection profile box
e Specify the TLS Version to be used on this outbound connection. By default
the profile will use the system default, which is defined in System >
Encryption > TLS configuration
e Specify the minimum cipher strength for this connection. It is possible to
override the system default and select either High, Medium or Any grade
ciphers.
e Indicate whether for the conversation to proceed the TLS server's certificate
must validate successfully.
o For example Not expired and Trusted
e To validate the SAN/CN of the certificate subject, select Validation requires
SAN/CN to match and enter the SAN/CN that the certificate must match.
o SANs are checked first, then CN.
o Wildcards are supported
e C(lick Save.

Qutbound (When Acting as a Client)
I} Use Mandatory TLS for this connection profile

Supported protocols
TLS versions in use for communication:
¥ Use global settings (TLS 1.2)
1.0 - (Mot recommended).
1.1 - (Recommended only if 1.2 connections are not possible).

¥ 1.2 - (Recommended).

Minimum cipher strength
TLS communication will use at least the following cipher strength :
¥ Use global settings (Medium)
High
= Medium

Any

Server certificate validation
# Mo validation

Validate the receiving server certificate SAN/CN
Vahdation requires SAN/CN to match: | |

Cancel
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9. From the System page, click SMTP Settings
¢ Click on Mail Domains and Routing
e Click on the Email Routing tab.

Mail Domains and Routing

The settings on this page define which mail domains are being managed and how email is routed within your network.

Hosted Domains | Email Routing

example.com

To server at "10.44.52.22:25'

Use DNS mix record

M MNew

a

Showing 1 - 2of 2 1
%] Domain Route AUTH TLS

(Mone)

L
| o = (Mone) |

e Click on New at the top of the "Email Routes" area. The Add Email Route

dialog appears.
Add Email Route

| Authentication is not enabled.

g
9 Using global TLS settings.

Damain @ |
Route © (@ Using DNS
) To a server

Server @ |
Port @ [25

Use the cutbound TLS configuration from this connection profile :
TLS : [(None) v |

Use these authentication settings when connecting to the email server :

Authentication @ [None v
Usermame &
Password :

Confirm Password :

¢ In the Domain field, enter the domain a-differentcompany.com
Select the appropriate routing option either:
o Using DNS MX records
o By either a hostname, DNS record or IP address
¢ Unless otherwise specified leave the Port as 25
In the Use the outbound TLS configuration from this connection profile drop
down, select the appropriate connection profile previously created.

Use the outbound TLS configuration from this connection profile ;

TLS : | (None ¥
Use these authentication | Internal Email Servers the email server :
Authentication @ | Mew
Usemame : | TL=S Pariners
Password :

Confirm Password :

¢ Click Add.
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9 Troubleshooting

9.1 Increasing SMTP Logging to Check TLS Connection

To ensure that TLS connection is successfully established, it is necessary to increase the
SMTP logging level to Debug. To do this:

1.
2.

vihw

Navigate to System, SMTP Settings, General Settings.
In the Log Levels section, click on Click here to change these settings and
increase the SMTP logging levels:

When receiving messages — Debug
When sending messages — Debug

Click on the Save button.

Apply the new configuration.

Finally, send and receive an email from the partner site you are testing and check
the logs for TLS activity by navigating to System, Logs & Alarms and then select
the SMTP log.
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10 Appendix A - Creating a Self Signed Certificate using Microsoft
Windows

This section describes the process for generating a self signed certificate on a Microsoft
Windows OS with Certificate Services installed. To generate the CSR, open the certificate
server web page, i.e. http://hostname/certsrv.

10.1 Certificate Request

In order to request a new certificate, click on the Request a certificate link.

2} Microsoft Certificate Services - Microsoft Internet Explorer

Fil: Edit ¥iew Favorites Tools  Help | ar

Qbak - © - ¢ [ | - Search - Favorites 432 | A~ B

Address I@ http: flocalhost fcertsry) j Go | Links **
=

Microsoit Certificate & g - Acme Ltd

Welcome

Lse this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, wou can werify your identity to people you
communicate with over the Welb, sign and encrypt messages, and, depending upan
the type of cerificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate,

certificate chain, or cerificate revocation list (CRL), or to view the status of a pending
request.

Far more information about Certificate Services, see Cetificate Services
Documentation.

Select a task:
Request a certificate
Wiew the status of a pending certificate request
Download a CA cetificate, cerificate chain, or CRL

[
|@ ’_’_’_’_'_ Local intranet 4
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Select advanced certificate request from the list.

2} Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wew Favarites

Tools  Help | ':l'
e Back - ) - |_1 @1 .\J | ,':J Search j‘? Favorites 441 | (- e =)
Address I@ http: jflocalhostfcertsevfcertrqus, asp

| B |unks >

>
=
- Acme Ltd

Microsoft Certific

Request a Certificate

Select the certificate type:
Wb Browser Certificate
E-Mail Protection Certificate

Or, submit an advanced certificate request.

=l
|&] pone ’_ ’_ ’_ ’_ ’_ Local intranet 4

Then select Create and submit a request to this CA.

/3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help ‘ -,'
e Back - ) - |_1 @ .\J| ,':J Search j‘? Favorites £ | [~ e =)
Address I@ hittp: fflocalhostjcertseyjcertrgad. asp

- Acme Ltd

Advanced Cerificate Request

The policy of the CA determines the types of certificates you can request. Click one
of the following options to:

Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file
or submit a renewal request by using a base-64-encoded PRCS #7 file.

[~
|@ ’_l_l_l_’_ Local intranet A
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Complete the relevant fields using a similar format to that displayed and click Submit. Note:

Ensure that Mark keys as exportable is checked.

Microsoft Cerificat - Acme Ltd

Advanced Certificate Request

Home

Identifying Information:

Marne: |app|iance.democ|s.cnm

E-tdail: Iadmin@demucls.cum

Company: [DEMOCLS
Department: |

City: |Reading
State: |Elerks

Country/Region: IGEI

Type of Certificate Needed:

|E—Mai| Protection Certificate j

Key Options:

& Create new key set " Use existing key set

CEPR: |Micrusuﬁ Enhanced R3A and AES Cryptographic Pravider j
Key Usage: © Exchange * Both

. hdin: 284 .
Key Size: |1E|24 M 16354 (common key sizes: 512 1024 2042 4006 2192 16384 )

' Signature

& Automatic key container name

¥ Mark keys as expaortable
" Export keys tofile

[ Enable strang private key protection

[T Stare certificate in the local computer certificate stare
Stores the certificate in the local computer store
instead of In the user's certificate stare. Does not
install the root CA's certificate. You must be an
gdrinistrator to generate or use a key in the local
machine store.

Additional Options:

" User specified key cantainer name

Request Format: & ChC

Hash Algorithm: ISHA—1 vl

Crly waed to sign request.

@« PKCS10

[ Save request to a file

=
Attributes: -
4 3

Friendly Name: I

Submit = |
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Select Yes to request the certificate.

' This Web site is requesting a new certificate on your behalf, You should allow only trusted 'Web sites ko request a certificate For you,
- Do wou want to request a certificate now?

2} Microsoft Certificate Services - Microsoft Internet Explorer

File Edit ‘iew Fawvorites Tools Help | a"
Bk = &) ~ [x] (2] :‘J | ):] Search ',"? Favorites £ | - & =
Address I@ http:fflocalhostfcertsryicertfnsh, asp ﬂ G0 | Links **

Micraosoft Certificate ! - Acme Ltd

Certificate Pending

Your cerificate request has been received. However, you must wait for an
administrator to issue the certificate you requested.

Your Request Id is 3.

Please return to this wekb site in a day or two to retrieve your certificate.

Mote: Y ou must returm with this web browser within 10 days to retrieve your cerificate

=
@ Done ’_ ’_ ’_ ’_ ’_ |5g Local intranek A
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Once issued, return to the home page of the certificate services URL and select View the
status of a pending certificate request to check if the certificate is available.

3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help | al‘

QBack - € ~ [*] 2] » | ) Sgarch < Favorites 421 | H- fa B

Address I@ http:/flocalhostfcertsryf j Go |Links =
=l

Microsoft Certificate Services - Acme Ltd

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, you can verify your identity to people you
communicate with over the YWeb, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate,

certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request.

For more information about Certificate Services, see Certificate Services
Documentation.

Select a task:
Fequest a certificate
Wiew the status of a pending certificate request
Download a CA certificate certificate chain, or CRL

=
|@ ’_ ’_ ’_ l_ ’_ @ Local intranek o

Click the link to view the certificate request.

3 Microsoft Certificate Services - Microsoft Internet Explorer

File  Edit Wiew Favorites Tools  Help | "“r
@ Back ~ () - E @ f,"_.| ) Search <7 Favaorites 421 | (== EE)
Address I@ httpefflocalhosticertsrejcertckpn, asp j Go | Links **

Microsoft Certificate Services - Acme Ltd

View the Status of a Pending Certificate Request

Select the certificate request you want to wview:
E-Mail Protection Certificate (27 Movember 2009 14:09:23)

N | B

|@ Dane l_ I_ I_ I_ l_ |g Local intranet
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Install the certificate by clicking the Install this certificate link.

a Microsoft Certificate Services - Microsoft Internet Explorer

File Edit View Favorites Tools  Help | #
QBack - ) - %] [2] .{,ﬁ | ) Sgarch <7 Favorites 421 | |::_';“.]' =

Address I@ http:{localhast/certsry/certfnsh.asp j @0 | Links **

Microsoft Cerificate Services - Acme Ltd

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

=
|@ Dane l_ l_ l_ l_ l_ |ﬁa Local intranet y
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If prompted, select Yes to trust the certificate so that it can be added to the local certificate
store.

Potential Scripting Yiolation =

This Web site is adding one or more certificates to this computer. Allowing an untrusted Web site to update your certificates is a security risk, The Web
site could install certificates wou do not trust, which could allow programs that you do ok trusk b run on this computer and gain access to your data,
! it Id inskall certificat dor ik trust, which could &l that do ok trusk b thi 18 d gai 2 dat.

Do you wankt this program to add the certificates now? Click Yes if wou trust this Web site, Otherwise, dick Mo,

Yes

a Microsoft Certificate Services - Microsoft Internet Explorer

File Edit  Views Favorites Tools  Help | al‘
Q@Back - &) - ¢ [2] @ | ) search  <'¢ Favorites 42 | R s =
Address I@ http: fflocalhosticertsey/certrmpn. asp j Go | Links *

Microsoft Certificat - Acme Ltd

Certificate Installed

Your new certificate has been successfully installed.

[~
|@ Done ’_ ’_ I_ ’_ I_ |5§ Local inkranet S
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In the previous section, we were able to create a certificate request and install the issued
certificate within the local certificate store. In order to import the certificate and private key
into the Email Gateway, they must now be exported to Base 64 encoded X.509 files.

Open the local certificate store and locate the certificate that was installed from the previous
section as shown in the following example.

':m Consolel - [Console Root' Certificates - Current User',Personal’Certificates]

"ﬁ] File  Action Miew Fawvorites  Window  Help

e AmE e BB 2

o

onsole Rook

E@ Certificates - Current User
=1 Persanal

a Certificates
- (L] Trusted Root Certification £
+l-[_1) Enterprise Trust
(L1 Intermediate Certification £
-[_] Active Directary User Objec
(L] Trusted Publishers
(L1 Unitrusted Certificates
-] Third-Party Root Certificati

£
£
b
b
b
b
b
b
B

|

#-(_] Trusted People
(L] Certificate Enrallment Requ

| |

Issued To  /

| 1ssued By | Expiration Date

appliance.democ\s.com acme Led

27/11/2010

Secure Emnail

<Mong=

| |

|Persona| shore contains 1 certificate.

The certificate is shown above on the right column. Right click the certificate and select All

Tasks, Export to run the export wizard.

Page 29 of 40



Clearswift

Secure Email Gateway — TLS configuration guide A HelpSystems Company

Click Next when the wizard opens.
Certificate Export Wizard

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate trust
lists and certificake restacation lisks from a certificate
store ko ywour disk,

A certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used ko protect data or ko establish secure netwark
conneckions, & certificate store is the svstem area where
cettificates are kept,

To continue, click Mext,

= Back | Mext = | Cancel |

Select the Yes, export the private key radio button below and then click Next.

Certificate Export Wizard x|

Export Private Key
‘ou can choose to export the private ke with the certificate,

Private kevs are password prokected, IF wou want o export the private key with the
certificate, wou must bype & password on a later page,

Do vl wank ko expark the private key with the certificater
% %es, export the private key

™ Mo, do not export the private key

< Back Mext = Cancel
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Ensure that all checkboxes are left unticked as depicted below and click Next.
Certificate Export Wizard

Export File Format
Certificates can be exported in a wariety of File Formats,

Select the Format wou wank ko use:

{7 DER encoded binary %509 ( CER)

" Base-64 encoded %,509 (L CERY

" Cryptographic Message Syntax Standard - BKES #7 Certificates {P7E)
™ Include all certificates in the certification path if possible

¥ Personal Information Exchange - PKCS #12 (,PFX)
[ Include all certificates in the certification path if possible
[ Enable strong protection (requires IE 5.0, NT 4.0 5P4 or above)

[~ Delete the private key if the expatt is successful

< Back ek = Zancel

Leave the password fields empty as the key needs to be imported into the Email Gateway
without a password applied.

Certificate Export Wizard x|

Password
To mainktain security, you must prokeck the private key by using a password,

Type and confirm a passward,

Passward:

Confirm password:

< Back Mext = Cancel
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Select an appropriate name and location to store the exported key and click Next.
Certificate Export Wizard

File to Export
Specify the name of the Ffile vou want to export

File name;

Ci\Documents and Settings)Administrator|privatekey . pfx Browse. ., |

< Back Mext = Cancel

Click Finish to complete the process.
Certificate Export Wizard

Completing the Certificate Export

Wizard

‘fou have successFully completed the Certificate Export
wizard,

‘fou have specified the Following settings:

File Mamme Ci\Dac
Export Kews Yes
Include all certificates in the certification path Mo
File: Format Person
J | I

< Back | Finish | Cancel

Certificate Export Wizard

The export was successFul,
Ik, |

The final stage is to export the public certificate. Right click the certificate again and select
All Tasks, Export.
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"t Consolel - [Console Root' Certificates - Current User'Personal’\Certificates]
Bﬁ] File  Action Miew Fawvorites  Window  Help | 18 x|
== E =
l:l Console Root Issued To 7/ | Issued B | Expiration Date | Intended Purposes | Friendky Name I Stat
E‘@ Certificates - Current Liser appliance.democ\s.com Acme Lkd 27/11/2010 Secure Email <Mone =
=[] Personal

429 Certificates
-0 Trusted Root Certification £
F-(_] Enterprise Trust

- [0 Intermediate Certification £
-1 Active Directory User Objec
-1 Trusted Publishers

[+ [C Untrusted Certificates

[+ (20 Third-Party Root Certificati
E-[_] Trusted People

F-[C] Certificate Enrolment Regu

l | 3 | KN | i

|Personal stare contains 1 certiicate. [ [

This time, select No, do not export the private key and click Next.
Certificate Export Wizard |

Export Private Key
‘fou can choose ko export the private key with the certificate.

Private keys are password protected. IF wou wank ko export the private key with the
certificate, wou must type a password on a later page.

Do wou wank ko export the private key with the certificate?
" Yes, expatt the private key

¢ Mo, do nok export the private key

< Back Mext = Cancel
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Select Base-63 encoded X.509 (.CER) from the list and click Next.
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Select an appropriate name and location to store the exported certificate and click Next.

Certificate Export Wizard x|

File to Export
Specify the name of the file wou want to export

File: name:

Ci\Documents and Settingstadministrator appliancecert.cer Browse. .. |

< Back | Mext = | Cancel |
Click Finish to complete the process.
Certificate Export Wizard
Completing the Certificate Export
! Wizard
ou have successfully completed the Certificate Export
wizard,
‘fou have specified the Following settings:
File Mame Ci\Doc
Export Keys Mo
Include all certificates in the certification path Mo
File Format Basefe
1] | |
< Back | Finish | Cancel

Certificate Export Wizard

The export was successul,

]9 |
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10.3 Exporting the Microsoft CA Certificate

You will need the CA certificate that was used to sign the certificates in the previous section.

Open the Microsoft Certificate Server home page and select Download a CA certificate,
certificate chain, or CRL.

“J Microsoft Certificate Services - Microsoft Internet Explorer

File Edt Wew Favorites Tools  Help | ‘.\

QBack » &) - ¥ & | ) Search ¢ Favorites 2 | Hr = B

Address @ http:flacalhostjcertsry) j Go | Links **
-

Microsoft Certificate 5 - Acme Ltd

Welcome

IUse this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, you can werify your identity to people you communicate with

over the Web, sign and encrypt messages, and, depending upon the type of certificate you
request, perform other security tasks.

Yol can also use this Web site to download a certificate authority (CA) certificate, certificate
chain, or certificate revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select a task:
Request a certificate
Wiew the status of a pending certificate request
Daownload a CA certificate, cerificate chain, or CRL

idl
@ ’— ’— ’_ ’_ ’_ Local intranet A

Select the certificate and ensure Base 64 is checked. Click Download CA certificate.

‘3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help | a.\
QBack - ) - [¢] [2] .f}J | ) Search <7 Favorites 44 | - =
Address @ http:fflocalhostcertsrvfcertcarc. asp j Go | Links **

Microsoft Certificate s - Acme Ltd

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, ceificate chain, or CRL, select the certificate and encoding
method.

CA certificate:

Encoding method:

© DER

& Base 64
Download CA certificate
Download CA certificate chain
Download latest base CRL

=
@ ’— ’— ’_ ’_ ’_ Local intranet A

Click Save.
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File Download - Security Warning E |

Do you want to open or zave this file’?

Mame: certnew.cer
Twpe: Security Certificate, 1.24 KB

From:  localhask

B

Open Save Cancel

Py While files fram the Internet can be useful, thiz file type can
g potentially harm your computer. IF you do not trust the source, do not

open of zave thiz zoftware, What's the rigk’?
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10.4 Converting the Private Key from PFX to PEM Format

The private key must now be converted from PFX to PEM format using Openssl either from
the Gateway console (installed by default) or on Windows by installing Openssl available
from the following URL:

e http://gnuwin32.sourceforge.net/packages/openssl.htm

If you are planning on converting the private key on the Gateway, you will need to ensure
that SSH has been enabled both through the firewall (port 22) and on the Gateway to allow
specific IP access (System Center, System Settings, SSH Access). The files can be copied
across to the Gateway using WinSCP which can be downloaded from the following URL:

e http://www.winscp.net/eng/download.php

You will need to provide the console user credentials in WinSCP to access the Gateway (it is
recommended that you copy the key to /tmp).

To access the Gateway command line remotely, you will need an SSH client such as putty
that can be downloaded from the following URL:

e http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

After following these steps, you should read Section 7.1 to import the key and certificate as
described below.

Once you've established an SSH connection to the Gateway, you will need to access the
command line as detailed in Section 5.2.

Note: The following Openssl procedure is the same on Windows and Unix platforms.

cd to /tmp or wherever the private key was copied to and type Openssl| (which will allow you
to input OpenSSL commands). Type the following command replacing the key name with
your own:

Pkcs12 —in private-key.pfx —out private-key.pem —nodes

Type the password of the private key when prompted.

CA.cer appliance.cer

private-key.pfx

You should now have a private-key.pem file situated in the /tmp directory that should be
copied back to your windows machine using WinSCP. The CA certificate, signing certificate
and private key can now be imported into the Gateway as described in Section 7.1
“Importing the Signed Certificate and Private Key Pair”.
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11 Appendix B - Creating a Self-Signed Certificate

The easiest way to test TLS with the Gateway without investing in certificates is to sign the
certificate locally. This can be achieved by setting up a local Certificate Authority on the
Gateway or from a windows machine with OpenSSL installed. OpenSSL for Windows is
available via the following URL:

e http://gnuwin32.sourceforge.net/packages/openssl.htm

Self signed certificates are not recommended for production use, but are useful for testing in
preproduction or proof of concept environments. It is always recommended to purchase
certificates from a commercial CA.

The following sections provide details on creating and signing a certificate for testing
purposes. The following procedure is identical for both Windows and Linux environments
and assumes that a CSR has already been created using the procedure defined in Section
5.2 "Creating a Private Key and CSR using OpenSSL”.

11.1 Creating a Gateway Based Certificate Authority

To create a Certificate Authority on the Gateway, you will need to logon to the Gateway
(as detailed in Section 5.2) and carry out the following steps:

11.1.1Generating the CA Key and CA Certificate
1. Type the following command at the prompt:
cd /tmp
mkdir CA
cd CA
openssl genrsa —out CA.key 1024
# cd /tmp
# mkdir CA

# cd /tmp/CA
# openssl genrsa -out CA.key 1024

Generating RSA private key, 1024 bit long modulus

++++++
> 1s 65537 (0x10001)

openssl req —new —key CA.key —x509 —days 1095 —out CA.crt
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2. Input all the relevant data such as Country, Company, etc. in the relevant
fields for the CA certificate.

# openssl req -new -key CA.key -x509 -days 1095 -out CA.crt

You are about to be d to enter information that will be incorporated
into your certificate request.

hat you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:GB

State or Province Name (full name) [Some-State]:Berks

Locality Name (eg, city) []:Theale

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Clearswift
Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) []:

Email Address []:

ki

3. You should now have the CA private key and certificate located in the
/tmp/CA directory. These files are used to sign the certificate signing request
as created in Section 5.2.2.

# 1s
CA.crt CA.key

id

11.1.2 Signing the Certificate with the Gateway CA
1. You will need to copy the emailgateway.csr (as created in Section 5.2.2) to
/tmp/CA.
2. From the directory /tmp/CA, run the following command:

openssl x509 —req —days 365 —in emailgateway.csr —CA CA.crt -
CAkey CA.key —CAcreateserial —out emailgateway.crt

subject=/C=GB/ST=Berks/L=Theale/0=Clearswift/CN=emailappliance.clearswift.com
Getting CA Private Key

#

You should now have a signed certificate ‘emailgateway.crt’ situated in the
/tmp/CA directory ready for use within the Gateway.

Follow the steps detailed in Section 7.1 to import the certificate and key for
testing.
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